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What is cyber
security ?

Cybersecurity is all about keeping internet-
connected systems safe, including hardware,
software, and data, from digital threats and
unauthorized access (Be@CyberPro Project
Consortium, 2021).

The International Telecommunications Union (ITU)
describes it as a mix of tools, policies, security
ideas, protective measures, risk management
strategies, training, and technologies that help
safeguard the cyber environment and the assets of
\/ \ users and organizations (International
\\;) Telecommunication Union, n.d.).

In short, cybersecurity's goal is to promote
responsible and informed use of digital
technologies and encourage safe online behavior.
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Being safe online isn’t about
fear - it’s about confidence,
awareness, and control.

I

Why is cyber
security important?

Cybersecurity plays a vital role in keeping individuals, organizations, and
important infrastructure safe from a variety of online threats that are
becoming more advanced. These threats can result in serious financial losses,
theft of personal information, online harassment and exploitation. That's why
cybersecurity is essential for ensuring safety in our ever-evolving digital
landscape.



Tips for cyber security

Based on Austrailan Goverment advices
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Password hygiene

Good password hygiene involves
practices that help you create
strong, secure passwords and
manage them well. This is important
for keeping your accounts and
personal information safe from
unauthorized access. Unfortunately,
many people don’'t follow good
password practices, which can lead
to security issues. Studies show that
a lot of hacking incidents happen
because of weak or reused
passwords (CSO Cyber Handbook,
2023).

1.Make it strong and complex
Make your password long, random, and unique. Aim for at least 12 to 16
characters, mixing uppercase letters, lowercase letters, numbers, and symbols.

2. Use a Unique Password for Every Account

Each account, especially those with personal informagtions like your bank details,
should have its own unique password.

3. Use a Password Manager

Since it's hard to remember many complex passwords, use a secure password
manager. These tools can create, store, and manage your passwords, so you just
need to remember one strong "primary password" to access it.

4. Never Share Your Passwords
Keep your passwords to yourself. Don’t share them over the phone, text, or email.

5. Avoid Using Personal Information
Stay away from using easily guessable personal information in your passwords,
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like your name, birthday, pet's name, or hometown.



Scams

Scams are a type of fraud where cybercriminals deceive people for financial
gain by tricking them into sharing personal information (LifeLock, 2024). These
scams can happen on different digital platforms, such as social media,
messaging apps, gaming sites, emails, and phone calls (Webwise, n.d.).
Fraudsters often use tactics that play on curiosity, peer pressure, and emotions
to access sensitive information like bank details, passwords or money.

Common scams

& Phishing

Scammers often send messages that appear to be from trusted platforms or
even from someone you know. These messages usually contain a link that leads
to a fake website, where they try to get you to enter your login details. The goal
is to take over your accounts or install harmful software. These scams can come
through emails, text messages (often called smishing), messaging apps or social
media. One trick they use is to create a sense of urgency, making you feel
rushed to act quickly.

& Impersonation and Social Engineering

Scammers often set up fake profiles that look like friends, influencers or other
trusted people to gain your trust. After that, they might send you a harmful link
or ask for your personal information. Sometimes, they pretend to be someone
you know to reach out to their contacts. This can result in account takeovers, as
seen in cases where hackers impersonated activists to disable their social
media accounts.
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Common scams

& Sextortion

This is a type of financial cybercrime where someone, often pretending to be a
young person online, forms a relationship with a victim to get nude or semi-
nude pictures. These images are then used to blackmail the victim for money,
more pictures, or to target others. The threats usually include sharing the
images with the victim's friends and family, leading to feelings of panic, shame,
and fear. Young males aged 14 to 18 are especially at risk of falling victim to
this crime.

& Gaming and "Too Good to Be True" Offers

Scams are quite common on gaming platforms. Some fraudsters create fake
offers for in-game rewards, free upgrades, or rare items to trick users into
giving away their login details or making small "verification" payments.
Likewise, scams that say "You've Won!" promise fun prizes but ask for personal
information or processing fees to claim them, which is a way to steal your data
or money.

& Money Mule Recruitment

Criminal networks often target teenagers and young adults through social media
ads to get them involved in receiving and transferring stolen money. Victims
are usually tempted with a share of the money or a gift and many don't realize
this is illegal and can have serious consequences, like a criminal record. While
this scam is most common among people aged 18 to 24, victims can be as
young as 14.

& Romance Scams and Catfishing

Scammers often create fake profiles on dating sites, social media or online
forums to form relationships. Once they've gained trust, they might ask for
money, gifts or personal information, turning the interaction into something
harmful. This is a type of online grooming, where someone befriends a child
online with bad intentions.
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Know How to Respond and Get Help

(UNICEF, 2020)

If something goes wrong online, it's really important to act
quickly and speak up.

If you're facing
cyberbullying, grooming, sextortion or
any other online harm, the first thing to
do is talk to a trusted adult -like a parent,
family member, teacher or school
counselor. They can provide support and
help you decide what to do next.

0

—I_l—

EVIDENCE

If you're being bullied
or harassed, it's a good idea to save
things like screenshots of messages or
posts to show what’s been happening.

Use the reporting tools available on
social media and gaming platforms to
flag harmful content and block anyone
who is bothering you. Reporting is
usually anonymous and helps keep you
and others safe.

If you're feeling
overwhelmed, anxious, or unsafe,
consider calling a national helpline to
chat with a professional counselor
anonymously. In case of an emergency,
don’t hesitate to contact the police.
You can also reach out to
organizations like the CyberTipline to
report child sexual exploitation.
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Al ethics

is changing the way

we live, learn, and connect with each other. ;
It assists us in writing, creating art, Q Q
translating languages and even identifying l T
-
»

illnesses. However, with every technology
that enhances our abilities, it also increases

our . Al ethics focuses on using

these tools , ensuring that the \\
decisions made by machines align with our

human values, and making certain those =

values are fair, clear and compassionate. -

| S—

Al systems learn from vast quantities of images, voices, and texts gathered online. If
this data shows or , the AI might echo those patterns.
That's why we should consider not just what AI can achieve, but what it ought to
accomplish.

Ethics in AI goes ; it’s about making sure that technology
benefits everyone fairly, fosters human creativity, and honors privacy and dignity.

Deepfakes and Misinformation

Al can now create realistic videos, voices, and images that aren’t real. While some of
these creations are fun and harmless, others can be used to
. It's important to learn how to spot manipulated content as a key digital skill.

unusual shadows, lips that don’t match the words, or movements that
seem off. Always check the . If you're unsure, take a moment to pause, think,
and talk it over before sharing.
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Fairness, Accountability, Transparency

Fairness means AI systems should treat everyone
equally, no matter their gender, race, age or
background.

Accountability reminds wus that behind every
algorithm, there are real people. Designers, developers
and users all share the responsibility for how
technology is created and used.

Transparency is all about being open. Knowing how an
algorithm works or what data it uses helps us make
better choices. Asking questions like “Who created
this?” or “What data was used?” is part of being a
responsible digital citizen.
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Al is likely to be either the
best or the worst thing to
happen to humanity - Stephen
Hawking

What you can do 99

Explore: Have conversations about Al ethics in schools or youth groups. Check out
short videos or real-life examples showing how algorithms influence opinions online.

Act: Take a moment to think before you share, post or comment. Consider how AI
content might impact others. Show your support for creators who use technology in a
responsible way.

Reflect: How much do you trust what you see online?
What would “ethical technology” mean to you?
How can you use Al tools in a creative way that doesn’t harm anyone?
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Misinfrmation, Disinformation,
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Misinformation, Disinformation,
and Malinformation

Before you believe or share something, take a moment to:

STOP

Q?? QUESTION

‘ CHECK
=
«.g).a DECIDE

g

Connecting
Minds



15

Quiz yourself

1. What is the primary goal of cybersecurity?

A. To focus exclusively on protecting hardware from physical damage.
B. To promote the responsible and informed use of digital technologies.
C. To ensure that all online information is publicly accessible.

D. To prevent the development of new digital technologies.

2. Passphrase like 'purple duck potato boat swimming
with a glossy coat' is a good security measure. What

makes this type of passphrase effective?

A. It uses personal information that is easy for the user to remember.

B. It can be used for all online accounts to simplify login procedures.

C. It is long, uses multiple random words, and is difficult for others to guess.
D. It is short and can be typed quickly on any device

3. How does Multi-Factor Authentication (MFA) enhance
account security, even if a cybercriminal has your

password?

A. It deletes the account permanently after one failed login attempt.

B. It makes the password invisible to anyone trying to steal it.

C. It automatically reports any login attempt to the authorities.

D. It requires a second form of verification that the criminal is unlikely to
possess.

4. A scammer sends an email that appears to be from a
trusted platform, containing a link and a message that
says '"Your account will be suspended in 1 hour unless you
verify your details.' What is this tactic an example of?

A. Money Mule Recruitment
B. Sextortion

C. Catfishing

D. Phishing

5. What is the primary purpose of creating a data backup?
A. To allow for easy recovery of your files if your device is lost or stolen.

B. To prevent anyone from accessing your device without permission.

C. To increase the processing speed of your device.

D. To automatically install the latest security updates on your software.
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Quiz yourself

6. What is the key difference between misinformation and

disinformation, as defined in the source material?

A. Misinformation is always based on facts, while disinformation is completely
fabricated.

B. The intent of the person sharing the information.

C. Disinformation spreads faster than misinformation.

D. Misinformation is spread online, while disinformation is spread offline.

7. In the context of Al ethics, what does the principle of

"Transparency' involve?

A. The Al's ability to operate without any human supervision.

B. Being open about how an algorithm works and what data it uses.

C. The AI system treating every user equally, regardless of their background.
D. The people who create and use Al being responsible for its actions.

8. Which of the following is considered a poor password

hygiene practice according to the handbook?

A. Creating a password that is at least 12 characters long with mixed character
types.

B. Including your birthday or pet's name to make it easier to remember.

C. Using a unique password for each of your online accounts.

D. Using a password manager to store credentials.

9. If you are experiencing online harassment, what is

suggested as the most important first step?

A. Talk to a trusted adult like a parent, family member, or teacher.

B. Post screenshots of the harassment publicly to expose the person.
C. Confront the person directly and ask them to stop.

D. Immediately delete all of your online accounts.

10. How might scammers on gaming platforms trick

users?

A. By helping other players complete difficult levels in the game.
B. By organizing official, developer-sanctioned online tournaments.
C. By creating fake offers for in-game rewards or free upgrades.

D. By offering technical support to fix bugs in the game.



Answers

1.What is the primary goal of cybersecurity?
B. To promote the responsible and informed use of digital technologies.

2.Passphrase like 'purple duck potato boat' is a good
security measure. What makes this type of passphrase

effective?
C. It is long, uses multiple random words, and is difficult for others to guess.

3.How does Multi-Factor Authentication (MFA) enhance
account security, even if a cybercriminal has your

password?

D. It requires a second form of verification that the criminal is unlikely to
possess.

4. A scammer sends an email that appears to be from a
trusted platform, containing a link and a message that
says '"Your account will be suspended in 1 hour unless you

verify your details.' What is this tactic an example of?
D. Phishing

5. What is the primary purpose of creating a data backup?
A. To allow for easy recovery of your files if your device is lost or stolen.
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Answers

6. What is the key difference between misinformation and

disinformation, as defined in the source material?

B. The intent of the person sharing the information.

7.In the context of Al ethics, what does the principle of
'Transparency' involve?

B. Being open about how an algorithm works and what data it uses.

8. Which of the following is considered a poor password
hygiene practice according to the handbook?

B. Including your birthday or pet's name to make it easier to remember.

9. If you are experiencing online harassment, what is

suggested as the most important first step?
A. Talk to a trusted adult like a parent, family member, or teacher.

10. How might scammers on gaming platforms trick

users?
C. By creating fake offers for in-game rewards or free upgrades.
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